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A word from Matt D

"If we get stuck we can just show a slide
of the burning building 'This is fine'
meme..." - Matt D

Fortunately, we do not have internet-
connected fridges... [1]
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Quick reminder:
The old security email address, security@iris.ac.uk, is no longer in use and does
not receive mail.

Please use the new address, iris-security@stfc.ac.uk, for all security incidents,
related issues and update your records accordingly.
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Four pressure points

1. The landscape: the threat changed. Our infrastructure is under pressure.
2. People: the pressure on the people who do security.
3. AI and LLMs: a risk and an opportunity.
4. IRIS: what this means for IRIS and its community.
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1. The landscape: the threat stays high

The threat level is high for all sectors in the UK, and it increases.
There are more threat actors: states, cyber criminals and other groups. They
operate across borders.
Education and research are among the sectors that attackers target most.
Knowledge has value.
AI makes attackers faster and stronger. (More in section 3.)
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1. The landscape: education and research

UK institutions that identified breaches or attacks in the last 12 months [2]:

73%
secondary schools

88%
further education
colleges

98%
higher education
institutions

Phishing is the main threat: 96% of colleges and universities with a breach
had a phishing attack.
Almost every university had a breach or an attack. This is now normal.
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1. The landscape: our research is a target

MI5 sent an espionage alert to the UK academic community [3].

100+
UK-linked academics contributed to CGTRI projects funded by Chinese
intelligence. Some did not know who funded them.

Attackers do not only target our IT systems. They also target our research.
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1. The landscape: AI finds more vulnerabilities, faster

AI tools find more vulnerabilities, and they find them faster.
Each vulnerability that is found is a "win". But we must patch it.

Each patch has a real cost: reboots, downtime and an effect on users and
admins.

Attackers also use AI. The time from disclosure to exploit is now shorter.
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1. The landscape: Linux kernel critical CVEs
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Data: Linux CVE Tracker, from NIST NVD, 15 Oct 2026 [4]. Critical = CVSS 9.0–10. 9



1. Pressure on infrastructure: each announcement

Many security announcements arrive each week. Recent examples: Ceph and
Slurm.
Each announcement goes through all of these steps. Each step takes time.
The usual work does not stop.

Read and
understand the
announcement

→
Do a risk

assessment →
Patch

→
Reboot and
downtime →

Then do your
usual work
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2. Pressure on people

Security time is limited across the community.
Respond to vulnerabilities first. Strategic work is always last.
It is hard to improve when time goes to the response.
At each site, the same one or two admins do all of this work.
What helps: share the work. (Sections 3 and 4.)

11



3. AI and LLMs: a risk and an opportunity

Three angles:

1. Attackers: AI makes attackers stronger. AI agents can do attacks
automatically.

2. Agents on our systems: AI agents on HPC clusters, and the effect on our
research community.

3. Defence: AI to help security teams, and the effect on our research
community.
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3. AI for attackers: a force multiplier

Skilled attackers use AI to find vulnerabilities faster and to automate attacks.
Before, a risk assessment included the time that an attacker needs to find and
exploit a vulnerability.
Now AI can find vulnerabilities in minutes. That time does not give protection
now.
Because of this, "it is hard to exploit" is not a good reason to delay a patch.
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3. Agents on our systems: HPC

Coding agents on a university HPC cluster [5]:

19.5%
of users

55.8%
of jobs

42.7%
of GPU-hours

Agents send commands 20.8× faster than humans, and they chain commands
together.
Agents do not have to run on the cluster. They can connect with SSH.
Agent skills and instructions can help to prevent large file-system scans.
The risk is not a "misaligned" agent. It is an accidental denial of service (DoS),
and it is very probable. We must act quickly.
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3. AI for defence: we must use it

We depend more and more on third parties and supply chains. There is too much
work to do by hand.

AI can help with risk assessments for vulnerabilities. These take much time.
AI can help to triage security announcements and find the ones that apply to
us.
AI can help with real-time log analysis and find unusual behaviour.
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AI generated image.

Security has no single
right answer ...

But it does have wrong
answers.

Before AI, the wrong answers were
easy to see. With AI, they are not as
obvious.
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4. What this means for IRIS

Going forward:

Regular lightweight security checklists
Shared cheat sheets and guidance
Shared tools
Building a strong connected community
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4. Security is everyone's responsibility

Most incidents start with easy, known vulnerabilities.

Please limit internet-facing services.
Control access. Use MFA, remove access that people do not need, and never
use default passwords - even for test systems.
You must keep software up to date.

The NPSA has a great guide on protecting research [6]:
Trusted Research guidance for academia (PDF)
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Security should be an enabler of
research... not a barrier.

Questions?
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Tweets

@disclosetv: Cursor agent deletes the PocketOS database and backups.
@sluongng: Codex uses the docker group to get root.
@prisma: Replit agent deletes a production database.
@MTSlive: SOCOM AI report hallucinates a nuclear shipment.
@IntCyberDigest: Agent signs a contract without asking.
@rgbqcd: No numpy, so the agent writes its own solver.
@cyber_rekk: Agent erases 48,000 files.
@IntCyberDigest: Agents leak screenshots to public GitHub.

@PerceptualPeak: Agent deletes a full C drive.
@gabriberton: Backdoored model weights for under $50.
@wunderwuzzi23: Sentinel agent stops a wrong SSH connection.
@GrantSlatton: Agent benchmarks identical binaries.
@CaptainInsightX: Checkout charges a customer three times.
@JustLingonberry: Agent publishes a .env file: $90,000 bill.
@WatcherGuru: OpenAI agent uses a found testnet wallet.
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