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Building an IRIS trust framework

* Following talk at TWG a few weeks ago

* 3 objectives
* First release of Trust Framework
* First release of incident response cooperation framework
* Gap analysis of initial release, following experience gained

e David Crooks
e lan Neilson
* Dave Kelsey


https://indico.ph.qmul.ac.uk/indico/getFile.py/access?contribId=0&resId=0&materialId=slides&confId=478

Trust framework

* Build the policies that IRIS need at this stage
* Build on experience with AARC Policy Development Kit

* A typical initial set of policies may comprise

e Top Level Security Policy
* What are the individual roles involved
* Tie policies together
* Acceptable Use Policy
* What we expect of users
* Privacy Policy
* Required now particularly in light of GDPR


https://aarc-project.eu/policies/policy-development-kit/

Incident response cooperation framework

* What incident response capabilities are in use now?
* Who could we contact at sites and experiments about security?
* Building trust

* Sharing experience



Conclusion

* We're leading the work, in collaboration with the community

* Security can act to enable normal operations to continue in a secure,
well understood environment
* And react in a well understood way if something happens



